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Multi-environment networks, such as those in smart homes, handle both IoT and traditional IP-based traffic.
Weak security protocols in IoT devices and the diverse traffic flow make these networks vulnerable to
security breaches. This study delves into this pressing challenge and presents a pioneering solution—FAMTDS
(Fully Automated Malicious Traffic Detection System)—designed explicitly for multi-environment networks.
FAMTDS addresses the critical need for robust security measures by intelligently analyzing the amalgamation
of IoT and IP-based traffic. FAMTDS comprises three pivotal stages: innovative multi-environment dataset
creation, optimization of machine learning model hyperparameters, and holistic system optimization. For the
multi-environment dataset, we amalgamate two prominent open-source datasets, UNSW-NB-15 and IoTID-20.
Initially, crucial features are extracted from both datasets using an extra trees classifier. Subsequently, an equal
number of features is generated by employing a neural network to harmonize these datasets. The resulting
multi-environment dataset encompasses 19 distinct attack types, a comprehensive inclusion unprecedented
in prior research on malicious traffic detection. This dataset exhibits diversity owing to its varied traffic
samples, addressing a crucial gap in existing studies. To accommodate this diversity, machine learning models
are deployed with fine-tuned hyperparameters. The Mouth Flame Optimizer streamlines feature extraction,
feature generation, and hyperparameter tuning, automating the optimization process. FAMTDS demonstrates
exceptional performance, achieving an accuracy score of 0.85 for the multi-environment dataset. We also
integrated the CICDDOS2019 dataset with IoTID-20 in our multi-environment dataset, achieving a notable
accuracy of 0.82 against recent attacks, thus enhancing our approach’s validation. To further validate
the generalizability of our proposed approach, we applied it to zero-day attack prediction. Our method
demonstrated an accuracy of 0.84 for zero-day attacks, indicating its effectiveness in detecting newly emerging
threats in multi-environment networks.

Keywords:
Multi-environment traffic
Moth flame optimizer
Malicious traffic detection
Machine learning
Zero-day attacks

1. Introduction

Our society is advancing towards the creation of a smarter and more
automated world. However, this technological progress also fuels the
rise of cybercrimes. While technology greatly simplifies human life,
it concurrently provides hackers with opportunities to easily access
people’s data without physical involvement [1,2]. According to [3], a
total of 4100 data breaches occurred in 2022, exposing approximately
22 billion records. Another report [4] forecasts that cybercrime will
cost worldwide companies approximately 10.5 trillion annually by
2025, a significant increase from 3 trillion in 2015, indicating a growth
rate of 15% per year. These cyber-attacks not only affect companies but
also target smart homes and other connected systems. Smart homes
are particularly vulnerable to attacks, as noted in [5], with around
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40.8% of homes equipped with smart systems being susceptible to
cyber-attacks. These statistics indicate the high-risk exposure faced by
both traditional IP-based networks and IoT networks in the foreseeable
future. To combat this issue, numerous researchers are developing
approaches that utilize artificial intelligence to protect these systems.
Analyzing the vast daily traffic manually to halt malicious activities
is highly challenging and inefficient for humans. The use of artificial
intelligence can help analyze the daily traffic automatically [6,7]. It
can also assist in protecting networks from novel types of attacks
based on their characteristics [8]. Since its launch 18 years ago, Gmail
has been utilizing machine learning techniques to filter emails [9].
Machine learning, particularly deep learning, is now employed across
almost all of its services. Deep learning enables algorithms to adjust
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and self-regulate during training and evolution as they learn [10].
This integration of artificial intelligence helps create cost-effective and
accurate tools for companies to safeguard their networks. However,
there remains a challenge as cybercriminals continuously discover new
attack methods, necessitating constant improvement to these systems.

This study contributes to malicious traffic detection by proposing
an approach that can help secure multi-environment systems based
on IoT and traditional IP network traffic flow. We design a fully
automated malicious traffic detection system (FAMTDS) approach using
several methods such as feature engineering, machine learning, deep
learning, and optimization. We generate a novel multi-environment
traffic dataset using three publicly available datasets, [oTID-20, UNSW-
NB15, and CICDDOS2019 [11-13]. We deploy several techniques to
generate datasets, such as the feature selection technique, which de-
termines which features should be taken from the original datasets
to generate the new dataset. After feature selection, we generate new
features to ensure equal feature set sizes for both datasets. We deploy
several machine learning models with various hyperparameters. There
are several concerning questions regarding the implementation of an
effective approach, which are outlined below:

» What criteria should be used to select important features from the
original dataset? Any threshold value for the importance score?

» How many features will be enough to make an accurate system
for the multi-environment networks?

» What should be the hyper-parameters setting?

Solution: Previously, researchers have attempted to address these
questions through their experience, knowledge, or trial-and-error meth-
ods, which often resulted in weaknesses in the approach. It is crucial
to align these settings with the nature of the dataset and the model
being used. Therefore, the question that arises for researchers is how to
determine these settings effectively. To assist researchers, we propose
an approach that utilizes a fully automated system where each step is
automated using an optimizer. We employ the Moth Flame Optimizer
(MFO) to optimize each step, thereby creating the optimal environ-
ment for the proposed FAMTDS. Our research offers several significant
contributions, which are as follows:

« Propose an advanced, fully automated MTD approach that utilizes
machine learning, deep learning, and optimization techniques for
enhanced threat mitigation in multi-environment networks.
Develop a unique, comprehensive dataset that integrates IoT and
traditional IP network traffic, showcasing complex and diverse
traffic samples that challenge current methods. Our goal is to
create an approach that effectively manages multi-environment
network complexities, enhancing research and enabling the devel-
opment of robust, accurate detection techniques for varied traffic
patterns.

Implement highly optimized machine learning models according
to the characteristics of the multi-environment dataset. These op-
timized models effectively capture and learn the complex patterns
presented within the diverse multi-environment dataset. By lever-
aging advanced optimization techniques, these models exhibit
superior performance and achieve significantly higher accuracy
compared to existing state-of-the-art approaches.

Propose a comprehensive and fully optimized system based on
the MFO algorithm, designed to detect malicious traffic in both
IoT networks and traditional IP-based networks. Leveraging the
power of the MFO optimizer, the proposed system effectively
addresses various challenges in the multi-environment setting.
The MFO optimizer plays a crucial role in feature selection and
feature augmentation processes, enabling the generation of a di-
verse and representative multi-environment dataset. Furthermore,
it optimizes the machine learning models employed in the system,
enabling them to effectively capture the intricate complexities
embedded within the generated multi-environment dataset.
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+ Examine a collection of 19 attacks that, to our knowledge, have
not been collectively studied or investigated in previous research.
However, it is important to note that previous studies have ad-
dressed these attacks separately, focusing on either the UNSW-
NB-15 dataset or the IoTID-20 dataset. In other words, they have
not considered both datasets together when developing their ap-
proaches. By combining these two datasets, we aim to address the
attacks in a unified manner within a multi-environment setting.
Our study goes beyond the scope of previous works by considering
the attacks from both datasets collectively. This allows us to
capture the complexities and diversity that arise when multiple
types of attacks are present in a real-world network environment.
Employ a zero-day attack approach to validate the generaliz-
ability and significance of our proposed method. We conducted
zero-day attack predictions in our multi-environment setup and
introduced the latest attacks by incorporating the CIC-DDOS-2019
dataset into our multi-environment dataset.

This paper is organized into the following sections: Section 2
presents existing work on MTD and the motivation behind this study.
Section 3 describes the flow of the proposed methodology, while
Section 4 provides information about our newly generated multi-
environment dataset. Section 5, contains machine learning algorithms
description. Section 6 details the architecture of FAMTDS, and in
Section 7, we discuss the results of our study and compare them with
existing methods. Finally, Section 8 concludes the study and offers
future directions for this work.

2. Literature review

In this technology era, network security has become very crucial
because people share their data through networks, and conduct busi-
ness transactions, and governments use it to share national secrets [14].
Everyone wants to be in a secure system where their privacy and
confidentiality are prioritized. Therefore, strengthening the network se-
curity and investing a significant amount of money in buying protection
protocols and systems is a very important aspect. However, security
attackers continue to discover new ways every day to breach security
protocols and take control of networks. Specifically, they attempt to
find an easy way to enter the networks, such as through less secure
devices. On the other hand, researchers are proposing new approaches
to counter these new methods of breaching security systems, making
them more secure and impregnable [15]. They are developing new
security protocols to ensure unbreakable security in the smart world.
In this section, we will discuss previous work in the network security
domain and highlight the gap that our study aims to fill.

2.1. IoT-based datasets

The IoT devices are weaker in terms of security protocols, mak-
ing it easy for hackers to breach their security systems and gain
access to networks. To address this issue, the study [16] focused
on developing an IoT intrusion detection system. They worked on
feature selection and proposed a novel method for selecting high-
performance features. They utilized the information gain and gain
ratio techniques to extract meaningful features. The experiments were
conducted using the IoTID-20 dataset, and several machine learning
models, including kNN, C4.5, Bagging, and Ensemble, were deployed.
Their proposed approach achieved an accuracy score of 0.9998 for the
IoTID-20 dataset. In another study [17], an approach named SEHIDS
(Self-Evolving Host-Based Intrusion Detection System) was proposed.
This study focused on IoT network intrusion detection and employed
deep learning algorithms for experiments using the BoT-IoT, TON-
IoT, and IoTID-20 datasets. Recurrent neural networks (RNN) achieved
significant accuracy scores of 1.00, 0.99, and 1.00 for all three used
datasets.
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The study [18] focused on developing an intrusion detection and
prevention system using machine learning techniques. They conducted
experiments using the Smart Home Dataset. Several machine learn-
ing models, including DT, KNN, RF, Adaboost, Bagging, and the vot-
ing model, were deployed. They utilized traffic statistics and header
features to achieve favorable results. Adaboost performed well for
both datasets, achieving accuracy scores of 0.838 for the Smart Home
Dataset. Another study [19] conducted experiments on IoT intrusion
detection using deep learning. A lightweight neural network (LNN)
with Principal Component Analysis (PCA) was deployed for feature di-
mensionality reduction, resulting in significant results. The experiments
were conducted on the BoT-IoT dataset. The LNN achieved accuracy
scores of 0.9999 for the BoT-IoT dataset. Similarly, the study [20] pro-
posed an approach for spam detection in IoT devices to enhance their
security systems. Additionally, the study [21] proposed an approach
for IoT intrusion detection using regularization techniques and a CNN-
based approach. The experiments were performed using the Bot-IoT
dataset. Information gain was employed to select important features,
followed by the deployment of the CNN model to detect attacks. The
approach was tested in three scenarios: DDoS attack, OS Fingerprint
attack, and Service Scan attack. The results achieved for each sce-
nario were 0.9998, 0.9849, and 0.9075, respectively. Furthermore, the
study [22] proposed an approach for anomaly detection in the Internet
of Railways (IoR). They utilized the IoR dataset for experiments. Attack
detection was performed using Extended Neural Networks (ENN), CNN,
LSTM, and DNN. The proposed approach achieved accuracy scores of
0.993 for the IoR dataset.

2.2. Traditional IP-based networks datasets

In this section, we will discuss several studies that have conducted
work on general network malicious traffic detection. The study [23]
focused on intrusion detection using bagging methods. They performed
experiments on the NSL-KDD, UNSW-NB15, and HIKARI-202 datasets.
Several bagging-based models, including GBM, LightGBM, CatBoost,
XGBoost, and Bagging-GBM, were deployed for attack detection.
Bagging-GBM outperformed all the datasets, achieving accuracy scores
of 0.9466, 0.9157, and 0.8235 for UNSW-NB15, NSL-KDD, and HIKARI,
respectively. Another study [24] conducted experiments on the UNSW-
NB15 dataset, which is a traditional IP traffic dataset, and deployed the
Bi-LSTM model. The proposed approach achieved an accuracy score
of 0.9905 for the dataset used. Similarly, the study [25] performed
experiments using the UNSW-NB15 dataset, which is a traditional IP-
based network traffic dataset. They proposed a Multi-task Learning
Model with Hybrid Deep Features based on CNN. The proposed ap-
proach achieved an accuracy score of 0.9811 for the dataset used.
The proposed approach was also tested on other datasets, including
UNSW-NB15.

The study [26] conducted experiments on intrusion detection using
weighted features. They deployed the proposed approach on the UNSW-
NB15 and TON_IoT datasets. The proposed approach utilized the Gini
Impurity-based Weighted Random Forest technique for feature selec-
tion. DT with the proposed feature selection technique outperformed
other models, achieving accuracy scores of 93.01 and 99.90 for the
UNSW-NB15 and TON_IoT datasets, respectively. Similarly, another
study [27] focused on denial of service attack detection. They per-
formed experiments on the KDD-CUP 1999 and UNSW-NB15 datasets.
Various feature selection techniques, such as information gain (IF) and
Chi2, Merge IF+Chi2, XGB, DT, RF, and auto feature selection, were
employed. Machine learning models, including SVM, LR, RF, NB, KNN,
XGBoost, ANN, and CNN, were also used. RF achieved the highest
accuracy score of 0.9988 for the UNSW-NB15 dataset.
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2.3. Gap and motivation

The existing literature reviewed for this work shows that significant
research efforts have been dedicated to network security in tradi-
tional IP-based and particularly IoT networks. Various publicly avail-
able datasets have been utilized to address security challenges in these
networks. However, there is a noticeable gap in the literature that
remains unexplored. This gap pertains to the lack of exploration and
understanding of multi-environment traffic, which refers to networks
that encompass both traditional IP-based networks and IoT networks,
as shown in Fig. 2. The inclusion of IoT devices in a network intro-
duces vulnerabilities as many of these devices have inadequate security
measures. Common IoT devices, such as light bulbs, refrigerators, and
thermostats, essentially function as small Linux computers. Unfortu-
nately, most of these devices cannot be easily patched, and manual
patching is often not feasible. Consequently, maintaining a flat network
for all connected devices poses significant security risks [28]. There
have been instances where an unnamed casino fell victim to a cyber
attack due to a compromised thermostat, allowing hackers to gain
control of the entire database [28,29].

To address the security challenges associated with multi-
environment networks, which encompass both IoT and traditional IP-
based networks, extensive research is required. In this study, we focus
on Multi-Environment networks that encompass both traditional IP-
based and IoT traffic flows. The inclusion of both types of traffic
introduces a significant diversity in network traffic patterns, making
it challenging for a state-of-the-art malicious traffic detection system
to effectively handle such diversity and protect networks. Previous
studies have mostly utilized machine learning techniques that are
designed for individual network types, such as IoT or traditional IP-
based networks. However, these systems fail to capture the diversity
present in multi-environment networks. Machine learning models that
perform well on one type of network may not generalize well to
other datasets [32]. Few studies have focused on multi-environment
networks, primarily addressing binary classification problems, such as
the study [33] that introduced a malicious traffic detection system in
multi-environment networks. They utilized advanced machine learn-
ing models, proposed stacked ensemble models, and applied PCA to
combine IoT and traditional IP-based traffic data. Another study [34]
tackled the issue of imbalanced datasets in multi-environment contexts,
proposing a balanced dataset approach to minimize model overfit-
ting, focusing on binary classification. Similarly, another research [34]
introduced a Particle Swarm Optimizer-based method for addressing
malicious traffic in multi-environment networks, employing ensemble
prediction models to achieve significant outcomes. However, these
studies mainly concentrated on binary classification and did not explore
individual attack types. They conducted simple approach experiments
without testing the generalizability of the proposed approach, such
as testing for zero-day attacks. Unlike these, our approach with the
CICDDOS2019 dataset addresses the latest IP-based network attacks,
offering a more generalized and up-to-date solution. The summary of
the discussed literature is presented in Table 1, providing an overview
of the gaps, problems, and motivations identified within the existing
research landscape.

3. Methodology

This study explores the implementation of a supervised machine
learning approach for multi-environment Malicious Traffic Detection
(MTD). Our proposed approach combines various techniques, includ-
ing multi-environment dataset generation, feature selection, feature
generation, and model optimization.

Fig. 1, illustrates the steps of our proposed approach. To begin, we
obtained two datasets, namely IoTID-20 and UNSW-NB15, from open-
source platforms. The [oTID-20 dataset represents IoT traffic, while
the UNSW-NB15 dataset represents traditional IP traffic. By applying
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Table 1
Summary of literature review.

Ref. Year Study Purpose ML/DL Dataset Dataset size Target Classes Feature Engineering  Algorithms

[16] 2022 10T Intrusion Detection ML 10TID20 IoTID20 = 625783 Binary & IoTID20 = Mirai, DoS, Scan, MAS, Information gain & KNN, C4.5, Bagging and
System Multi Normal Gain ratio Ensemble

171 2022 Intrusion detection in DL BoT-IoT, TON-IoT, Bot-IoT = 733,704,43 & Multi - - RNN
internet of things and IoTID20 TON_IoT = 22,339,021 &

10TID20 = 625783

(181 2022 IoT intrusion detection ML Smart Home Dataset Smart Home Dataset Multi Smart Home Dataset = namely Packet header+traffic DT, KNN, RF, Adaboost,
and prevention system scanning, DoS, IoT-toolkit, and MITM features Bagging, and the voting

[19] 2022 IoT intrusion detection DL BoT-loT Bot-IoT = 733,704,43 Binary Normal & Attack PCA LNN
system

[21] 2022 IoT Intrusion Detection DL Bot-IoT Bot-IoT = 733,704,43 Binary Normal & Attack Information Gain CNN
System

[22] 2022 Anomaly Detection in DL IOR dataset IOR dataset =- Binary Normal & Attack Feature Rank Extended NN, CNN,
Internet of Railway LSTM, and DNN

[23] 2023 Bagging approach for ML NSL-KDD, NSL-KDD = 148517 & Binary Normal & Attack - GBM, LightGBM,
intrusion detection UNSW-NB15, and UNSW-NB15 = 257673 & CatBoost, XGBoost,
system HIKARI-2021 HIKARI = 444,223 Bagging-GBM

[24] 2023 Deep learning for DL UNSW-NB15 UNSW-NB15 = 257673 Binary Normal & Attack - Bi-LSTM
intrusion detection
system

[25] 2022 Hybrid features for DL Bot-IoT, UNSW-NB15, Bot-IoT = 733,704,43, Multi - Statistical Features Multi-task 1Earning
intrusion detection CICIDS2017, UNSW-NB15 = 2,540,044, Model with hyBrid dEep
system 1SCX2012 CICIDS2017 = 2,830,696, featuRes (MEMBER)

ISCX2012 = 2,448,242

[26] 2022 Weighted feature for ML & DL UNSW-NB 15 & UNSW-NB15 = 2540044, Binary Normal & Attack Gini Impurity-based DT, GBT, Adaboost, MLP,
intrusion detection TON_IoT TON_IoT = 22,339,021 Weighted Random LSTM, GRU
system Forest

[271 2022 Feature selection and ML & DL KDD-CUP 1999 & KDD CUP 1999 = 311029, Binary Normal & Attack Information gain (IF) SVM, LR, RF, NB, KNN,
optimization for UNSW-NB15 UNSW-NB15 = 2540044 & Chi2, Merge XGBoost, ANN, CNN

distributed denial of
service attacks detection

IF+Chi2, XGB, DT,
RF, Auto Feature

Selection
[30] 2022 To solve the ML & DL NSL-KDD & NSL-KDD = 1,764,604 & Multi - Fitness function, and RF, XGBoost, LightGBM,
non-deterministic feature UNSW-NB15 UNSW-NB15 = 278,998 Search space CatBoost, CNN, NN
selection problem
[31]1 2022 To categorize the DL NSL-KDD & NSL-KDD = 148,517 & binary - Integer encoding NN(Neural networks)
network traffic into UNSW-NB15 UNSW-NB15 = 257,673 scheme
normal and attack classes
Our Study 2023 MTD in ML & DL UNSW-NB15 & UNSW-NB15 = 1700 & Multi Analysis, Backdoor, DoS, Feature Selection RF, ETC, LR, SVM, LR,
multi-environment I0TID-20 IoTID-20 = 1530 DoS-Synflooding, Exploits, Exploits, using ETC, Feature = KNN, CNN, LSTM, RNN,
networks Generic, MITM ARP Spoofing, Generation using NN
Mirai-Ackflooding, Mirai-HTTP NN
Flooding, Mirai-Hostbruteforceg,
Mirai-UDP Flooding, Normal-U,
Normal-I, Reconnaissance, Scan
Hostport, Scan Port OS, Shellcode,
Worms
o s . . MFO Tasks
Non-lterative Section Iterative Section > Tune the threshold values for feature i

--> Tune the Multi-Environment dataset features size (size z)
--> Tune the models hyperparameters
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Fig. 1. FAMTDS architecture.

feature selection and feature generation techniques, we combined these
datasets to create a multi-environment dataset. In the feature selection
process, we utilized the extra trees classifier to determine the impor-
tance scores for each feature [35]. We then set a threshold value based
on ETC extracted scores, where features above the threshold value
were retained for further experimentation. For feature generation, we
employed neural networks that take the features from both datasets and
generate optimal feature sets of equal size.

During our experiments, we specifically targeted subcategories of
attacks, comprising a total of 19 target classes. Notably, these subcat-
egories of attacks had not been previously combined and considered
collectively in the context of MTD studies. After generating the dataset,

we split it into a training set (85%) and a testing set (15%). Multiple
learning models, including deep learning and machine learning fami-
lies, were utilized for MTD prediction. The models were trained using
hyperparameters which were optimized based on the characteristics of
the dataset.

To optimize all the aforementioned steps, we employed an MFO
(Moth Flame optimizer) optimizer. The MFO facilitated the optimiza-
tion of the number of selected features, the number of features to
generate, and the hyperparameters of the models, all based on the
nature of the dataset. By iterating the MFO optimizer, we achieved
the best configuration for each step, resulting in a fully automated
malicious traffic detection system (FAMTDS). The performance of the
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Fig. 2. Multi-environment networks implementation in CISCO.

Table 2

UNSW-NB15 dataset sample.
id dur proto service state spkts ct_srv_dst is_sm_ips_ports attack_cat
1 0.000011 udp - INT 2 2 0 Normal
323 1.155184 tcp - FIN 10 1 0 Fuzzers
58116 0.000004 udp dns INT 2 4 0 Generic
49000 0.000008 eigrp - INT 2 12 0 DoS

learning models was evaluated using accuracy, precision, recall, F1
score, and the confusion matrix. These metrics provided a compre-
hensive assessment of the effectiveness of our approach in detecting
malicious traffic across multiple environments.

4. Dataset description

We use two datasets in this study to propose MTD systems for
multi-environment systems. We acquired both datasets: UNSW-NB15
and IoTID-20 from open-source platforms. The UNSW-NB15 dataset is
a traditional IP traffic dataset while the IoTID-20 dataset contains IoT
traffic. Due to their extensive use in recent research, we chose these
two datasets for our experiments.

4.1. UNSW-NB15 dataset

The UNSW-NBL15 is collected by the Cyber Range Lab of the Aus-
tralian Centre for Cyber Security [12]. The dataset contains normal
traffic and synthetic contemporary attack traffic. The dataset contains
257,673 samples and consists of 45 features collected through tradi-
tional IP traffic. The dataset consists of 10 categories and 9 of them
represent the attacks. A sample of the USNW-NB15 dataset is shown in
Table 2.

4.2. IoTID-20

This dataset was collected in a typical smart home environment
[11]. Several smart home devices such as EZVIZ Wi-Fi camera, SKT
NGU, Tablets, Laptops, and Smartphones are used to generate the
dataset. The I0TID-20 dataset consists of 625783 samples and 86 fea-
tures. The dataset consists of nine categories and eight are attacks.
Table 3 shows the samples from the IoTID-20 dataset.

4.3. Multi-environment dataset generation

In this study, we aim to contribute to network security in a sce-
nario where both traditional IP-based and IoT traffic coexist within

a single network. An ideal multi-environment traffic scenario is a
smart home, where IoT devices like smart cameras, smart fans, smart
doors, etc., coexist with traditional IP-based network devices such as
printers and computers. Both IoT and traditional IP-based networks are
interconnected within the same home network, as depicted in Fig. 2. To
validate the feasibility of our proposed scenario, we implemented it in
Cisco Packet Tracer. This implementation allows us to ensure that our
envisioned setup can be practically realized.

To implement the multi-environment MTD approach, we encoun-
tered a challenge as there is no publicly available dataset specifically
designed for this purpose. As a solution, we decided to generate our
dataset. To create this dataset, we utilized two distinct traffic datasets:
IoTID-20 and UNSW-NB15. By merging these datasets, we were able
to construct a multi-environment dataset that includes samples of both
traditional IP-based and IoT traffic. Merging datasets is a complex task
since both datasets have different numbers of features.

Both datasets are different in size and contain different numbers
of classes. In this study, we focus on 19 target attack samples within
the multi-environment dataset. The specific target attack class “Worms”
has only 174 samples, which is relatively low compared to other classes
in the dataset. To ensure equal representation and balanced training
for all attack classes, we extract 170 samples from each of the other
target classes as shown in Table 4. This equal sampling approach aims
to address the diversity within the dataset and to allow the proposed
approach to focus on each target class effectively.

Before combining the datasets, preprocessing is necessary due to
the presence of different features in each dataset. To handle this, we
employ the extra trees classifier (ETC) method to select important fea-
tures from each dataset. However, to effectively combine the datasets,
it is crucial to have an equal number of features. To address this
issue, we generate an equal number of features by utilizing only the
ETC-selected important features. These features are passed through a
neural network (NN) for further processing. Once an equal number of
features is generated, we proceed to combine the datasets. The multi-
environment dataset exhibits a significant degree of diversity due to the
inclusion of traffic from two different types of networks. To capture the
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Table 3
Sample from IoTID-20 dataset.
Flow_ID Src_IP Src_Port Dst_IP Idle_Max Idle_Min Sub_Cat
192.168.0.13-192.168.0.16-10000-10101-17 192.168.0.13 10000 192.168.0.16 75 75 Mirai-Ackflooding
192.168.0.24-58.225.75.83-41467-443-6 192.168.0.24 41467 58.225.75.83 443 6 Scan Port OS
192.168.0.13-192.168.0.16-9020-49784-6 192.168.0.13 9020 192.168.0.16 49784 6 Normal
192.168.0.13-192.168.0.16-9020-53190-6 192.168.0.16 53190 192.168.0.13 9020 6 MITM ARP Spoofing
Table 4
Dataset count before and after under-sampling.

UNSW-NB15 IoTID-20

Attack Original Dataset Under-Sampling Attack Original Dataset Under-Sampling

‘Normal-U’ 93000 170 ‘Mirai-Ackflooding’ 55124 170

‘Backdoor’ 2329 170 ‘DoS-Synflooding’ 59391 170

‘Analysis’ 2677 170 ‘Scan Port OS’ 53073 170

‘Fuzzers’ 24246 170 ‘Mirai-Hostbruteforceg’ 121181 170

‘Shellcode’ 1511 170 ‘Mirai-UDP Flooding’ 183554 170

‘Reconnaissance’ 13987 170 ‘Mirai-HTTP Flooding’ 55818 170

‘Exploits’ 44525 170 ‘Normal-I’ 40073 170

‘DoS’ 16353 170 ‘Scan Hostport’ 22192 170

‘Worms’ 174 170 ‘MITM ARP Spoofing’ 35377 170

‘Generic’ 58871 170 -

complex patterns present in the dataset, we deploy machine learning
models with optimized settings.

4.4. ETC for feature selection

The network datasets often contain a large number of features,
including both relevant and irrelevant ones to the target class. ETC’s
ability to handle noisy data and effectively filter out irrelevant features
makes it a suitable choice for feature selection [36]. Additionally, ETC’s
capability to capture non-linear patterns and interactions enables it to
identify important features that significantly contribute to the overall
network traffic behavior. By utilizing ETC for feature selection, we
ensure that only the most informative features are retained which helps
to reduce noise and enhance the quality of the feature set used in
subsequent analysis.

ETC is a tree-based ensemble model that combines multiple decision
trees under the bagging method. ETC used majority voting criteria to
make the prediction. Each tree gets fitted with random k features and
selects the best features to split the node based on mathematics such
as Information Gain or Gini Index. We used information gain, which
can be calculated; first entropy is calculated using Eq. (1) and the gain
using Eq. (2).

Entropy(S) = z —pilog,(p;) )

i=1
y B @
[S]

v € values(A)

Gain(S, A) = Entropy(S) —

Here, p; is the sample of the dataset with label i, ¢ is the number of
unique target classes, and A is a feature/attribute [37].
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Egs. (3) and (4) show the ETC model mathematics. Here, ¢,,1,, ...,

1390 are decision trees and we use 300 trees under ETC. We pass all

features to the ETC with the target and find the feature’s importance.

SimpScore = etcy,,q0/(features, targer) (5)

First, we pass the original datasets to the ETC model and find
the importance score for each feature. We set threshold values for
importance scores to select the important features to use further in
experiments. This threshold value varies from data to data and we find
this threshold using an optimizer.
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Fig. 3. Neural networks architecture to generate the features.

4.5. NN for feature generation

Recently lots of researchers used convolutional or other neural
networks to generate the features [38,39]. We use a similar kind of
idea in our approach after selecting important features. We make both
datasets equal in terms of feature set size and for that, we use NN to
enhance and generate an equal number of features. However, deter-
mining the specific number of features to be generated is a question
that needs to be addressed. To tackle this, we introduce an optimizer
that dynamically determines the feature set size based on the nature
of the model. The architecture of the neural network used for feature
generation is illustrated in Fig. 3.

The initial network layer comprises 256 neurons, while ‘I’ denotes
the number of features or input length. The specific number of input
features may differ across datasets, and our approach involves the
optimizer determining the value of ‘IL’ by identifying the significant
features in the early phase of feature selection. The second layer com-
prises 1024 neurons, while the last layer consists of optimized numbers
of neurons (ONN) and the sigmoid function [40]. By leveraging this
flexible approach, the optimizer effectively determines the appropriate
feature set size, enhancing the adaptability and performance of our
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approach. After extracting the optimized number of features (ONF)
from both datasets we combine them vertically and make a multi-
environment dataset that contains both IoT and traditional IP-based
network traffic samples. Finally, We shuffle the dataset to mix all the
samples.

Algorithm 1 shows the approach to generate the multi-environment
data. Here, I represents the IoTID-20 data and U represents UNSW-
NB15 data. FI,,, FG,.,,, are feature importance score extracted
using ETC. SF; and SF; are the selected feature using score thresh-
old for both IoTID-20 and UNSW-NB15 dataset respectively. Then,
GF;, GFy are generated feature sets using NN for both IoTID-20
and UNSW-NB15 datasets respectively. In the end, we combine both
GF;, GFy to generate the multi-environment dataset.

Algorithm 1 Algorithm for Multi-environment Data Generation

Input

10T, = IoTID-20 traffic samples

U, = UNSW-NBI15 traffic samples

etc,,,5.0 = ETC models for feature importance.
NN,,,4et = NN model for feature generation.
Output: Multi-environment Dataset

: procedure:
: def Multi-Environment(I,U):
FIscore: etcmodel(I)
FGScore = etcmodel(u)
SF;, SF, = {FI
te {Flscore! FGscore}
GF;, GFy = NN, ,,(ONF){SF;, SFy)
multi-environment data= merge(GF,;, GFy, axis=0)
return (multi-environment data)
: Call:Multi-Environment(Zo7,, U,)

abhwhe

> t , where

© ®» N

Fig. 4 shows the architecture utilized for generating a multi-
environment dataset. In this instance, we present a specific scenario
with actual values for the number of features after feature selection
and generation, which are determined by the optimizer. Let us consider
two datasets, one with 83 features and the other with 43 features.
After applying the feature selection process, we obtained 30 and 23
features, respectively. Attempting to combine the datasets at this stage
would result in an inaccurate dataset and is not an optimal approach,
primarily due to the disparate number of features present in each
dataset, as illustrated in Fig. 4. Consequently, we refrain from combin-
ing the datasets immediately after feature selection and instead pass
the features through an NN to generate an equal number of features.
The NN, in this scenario, generates 2000 features for each dataset,
facilitating an accurate and precise combination of the datasets.

5. Machine learning models

This study uses various machine learning models for MTD, including
two tree-based ensemble models RF [41], ETC [42], two linear models
LR [43], SVM [44], and a simple distance based model KNN [45].
These models contain numerous parameters with wide value ranges,
making it challenging to determine the optimal hyperparameters for
the given dataset. It is crucial to set the models’ parameters based on
the specific nature of the dataset. Researchers often face the question
of determining the appropriate parameter values that suit the dataset’s
characteristics. Conducting hyperparameter tuning through trial and
error methods can be time-consuming and may not yield the optimal
combination.

To address this issue, we employ the Moth-Flam Optimizer (MFO)
to assist in finding the optimal solution based on the dataset’s nature.
We pass a range of parameters and their corresponding values to
the optimizer, allowing it to fine-tune these parameters considering
the number of features and the characteristics of the feature set. The
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Table 5
Machine learning hyper-parameters settings.
Model Hyper-parameters Range
RF n_estimators = {2 to 300}, max_depth = {2 to 50},
random_state = {2 to 50}
ETC n_estimators = {2 to 300}, max_depth = {2 to 50},
random_state = {2 to 50}
LR solver = [‘saga’,‘sag’,‘'newton-cg’, ‘Ibfgs’],
random_state = {2 to 1000}, multi_class =
‘multinomial’, C = {2 to 10 }
SVM kernel = [‘linear’, ‘poly’, ‘rbf’, ‘sigmoid’],

random_state = {2 to 1000}, multi_class =
‘multinomial’, C = {2to 10 }, C={2to 10 }

KNN Algorithm = [‘auto’, ‘ball_tree’, ‘kd_tree’, ‘brute’],
n_neighbors = {2 to 10}

range for the hyperparameters of the used machine learning models is
presented in Table 5.

RF, and ETC are both tree-based ensemble models that employ
decision trees as weak learners and combine them using a majority
voting criterion. In the majority voting criterion, each decision tree
contributes its predicted class, and the class with the highest num-
ber of predictions becomes the final prediction. The only distinction
between RF, and ETC lies in their training approach. RF trains each
decision tree on a sub-sample from the original dataset of the same
size, while ETC trains all decision trees on the complete dataset. Both
models share common hyperparameter settings, such as n_estimators,
which determines the number of decision trees for voting, max_depth,
which controls the maximum depth of each decision tree to prevent
overfitting, and random_state, which introduces randomness into the
dataset.

LR and SVM are linear models and both require a large feature
set for good performance. LR uses a sigmoid function to categorize
target classes, and SVM uses a hyperplane to classify data. SVM places
multiple hyper-planes in feature space and selects the best one that
has a good margin for the classification. LR is used with solver, which
defines optimization algorithms, random_state, and C which regularizes
the learning rate. SVM is used with the kernel, which helps to improve
the accuracy of SVM and C, which regularizes the learning rate.

KNN is the simplest model, employing a distance matrix to iden-
tify the nearest neighboring point. It is often referred to as a “lazy
learner” because it matches training samples with the testing sample
and predicts the testing sample based on the best match among the
target values of the training samples. In our study, we use the Algo-
rithm parameter, which aids in computing the nearest neighbors, and
n_neighbors, which determines the number of neighbors considered for
distance computation.

Algorithm 2 shows the approach for the model evaluation. Here,
M — E, ;i is multi-environment traffic data, model is one of the used
models, Trained,, is the trained model, and Model,,,, is the model
prediction on test data.

6. FAMTDS

FAMTDS is a combination of several techniques, such as feature
selection, feature generation, machine learning models, and optimiza-
tion algorithms. We generate multi-environment traffic using feature
selection and feature generation and use machine learning models for
malicious traffic prediction and MFO optimizer to make the whole
system fully automated. MFO addresses several key questions, includ-
ing determining the appropriate threshold value for selecting impor-
tant features, identifying the optimal number of features required to
achieve a good accuracy score, selecting the suitable hyperparameter
settings, and choosing the appropriate parameter values based on the
characteristics of the feature set and dataset.
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Algorithm 2 Algorithms of Machine Learning Model Optimization

Input
M — E,.,; i = Multi-Environment(/oT;, U,)
model = {RF, ETC, SVM, LR, KNN}
Output: Attack Prediction Accuracy
1: procedure:
2: def Model-Evaluation(D,M):
3 Training-set, Testing-set = split(D, test-size=0.15)
4: Trained,, = M.fit(Training-set)
5: Model ., = Trained,, (Testing — set)
6 score= evaluation(Model ,,.;)
7: return (score)
8: Call:Model-Evaluation(M — E,, ;.. model)

6.1. MFO

Moth Flam Optimizer (MFO) is one of the meta-heuristic algorithms
that is successfully deployed in several problems such as energy and
power, engineering, medical application, imaging, and economics [46].
It was developed by the Mirjalili inspired by the moths’ movement
in the night [47]. The population-based algorithm is combined with
the local search strategy to improve the global and local search. MFO
is a flexible, simple, and easy-to-implement metaheuristic, similar to
other metaheuristic algorithms. The MFO algorithm consists of three
fundamental steps: (a) establishing an initial population of moths, (b)
updating the moths’ positions, and (c) updating the number of flames.

Step 1: In the first step, MFO creates the initial population of moths,
which are capable of flying in various dimensional spaces (1-D, 2-D,
3-D) [46,47]. The population of moths can be represented as follows:

mol,l m01’2 mol,d
moyy;  moyp v MOy

Mo = (6)
mo, | Mo, =t MOy nx d

Here, n and d represent the number of moths and the number of
dimensions, respectively [46,47]. The fitness values are also stored in
an array, which can be expressed as follows:

Sfom,

_ | foma

FoM @

fon,

The FuM represents the fitness values for all moths. The remaining
elements of the MFO algorithm are the flames F/ in dimension d, which
can be represented in the matrix shown in Eq. (8). Additionally, the
fitness values FuF for the flames are represented in the matrix shown
in Eq. (9).

fhy flha o flg
| She o fha )
Sl [l Floal, «a
fufi
FoF — flifz 9
fofy

Moths and flames serve as solutions in the MFO algorithm, but with
a distinction: moths are the searching agents, whereas flames represent
the best solution or position achieved by the moths thus far. Both moths
and flames are updated after each iteration.

Step 2: The second step aims to converge towards the global opti-
mum of the optimization problem by utilizing three functions. Function
(L) involves determining the random location of the moths, function
(M) involves the movement of the moths within the search space, and
function (F) signifies the completion of the search process.

MFO=(L,M,F) (10)

Eq. (11) shows the function L which is the random locations of the
moth’s, where ub is the upper bound and /b lower bound [46].

Mo(s,v) = ((ub(s) — Ib(v)) * rand() — Ib(s)) (11

Therefore, Eq. (12) defines the MFO algorithm spiral, where, Dm;
is the space between sth and vth moths.

S(Moy, Fl,) = Dmg.e” .cosQxt) + Fl, 12)

Step 3: In the third step of the MFO algorithm, the number of flames
is updated. When the moths’ locations are updated across different
positions, the search space expands. Reducing the number of flames can
aid in finding the best solution. The criteria for determining the number
of flames (NoF) is expressed in Eq. (13), where MnF represents the
maximum number of flames, Cnl represents the current number of
iterations, and Mnl represents the maximum number of iterations.

NoF = round(MnF — CnI » M1E=Cnl 13)
Mnl
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6.2. Implementation of MFO for FAMTDS

We implement MFO for generating a multi-environment dataset
(feature selection, feature generation) and model optimization accord-
ing to the dataset’s nature. The MFO combination with other used
approaches helps to create a fully automated malicious detection sys-
tem.

Fig. 5 shows the flow diagram for our proposed FAMTDS. We
updated the MFO flow diagram by adding our approach. MFO will
get the problem statement and start searching for the best solution for
the feature importance score threshold value, the number of features
generated, and the optimized hyper-parameters in correlation with
the generated multi-environment dataset. We evaluate the score after
deploying the learning models on a multi-environment dataset. If the
score is highest as compared to the previous iteration we add it to the
best solution, and if it is not good as compared to the previous iteration
we will not update the best solution and start the next iteration. We
used MFO with several parameters as shown in Table 6.

Table 7 shows the lower bound (LB) and upper bound (UB) values
for each optimized step. We pass hyper-parameters of machine learning
models to be selected according to importance score threshold value
(Imp. Scr. Thrs) and the number of features (Num. of Feat.) to be
generated before merging both IoTID-20 and UNSW-NB15 datasets
to generate the multi-environment dataset. We set these values after
analyzing the dataset’s nature and literature knowledge. MFO first finds
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Table 6
MFO parameters and their values.
Parameter Values
Problem {“obj_func”: fitness_function,
“lb”: [LB values ],
“ub”: [UB values],
“minmax”: “max”,
“log_to”: None,
“save_population”: False,}
Epoch 10
Pop_size 50
Pr 0.03

the feature importance score threshold value using ETC for both IoTID-
20 and UNSW-NB15 datasets and selects only important features for
processing. Then, it finds the best number to generate the feature set
using NN and generates equal numbers of features for both IoTID-20
and UNSW-NB15 datasets and merges them horizontally to generate a
multi-environment dataset. Finally, it finds the best values for learning
models according to the generated dataset for each model. Algorithm
3 shows our proposed FAMTDS approach.

7. Results & discussion

The experiments in this work were conducted using 11th generation
Core i7 with Windows operating system and NIDIA GPU. The system
contains 16 GB RAM and 1 TB SSD. Furthermore, we implemented the
approach in Python language on Jupyter Notebook. Several libraries
such as Mealpy, Sci-kit Learn Tensorflow, and Keras were used to
implement our approach.

7.1. Results on original dataset without under-sampling using machine
learning models

This section assesses the performance of machine learning mod-
els using the original datasets without employing feature selection
and data sampling. Notably, our FAMTDS was not deployed; instead,
machine learning models were directly applied to the dataset. The
RF model demonstrates commendable performance using the IoID-20
dataset, showcasing a strong accuracy score of 0.75 alongside an F1
score matching this accuracy level as shown in Table 8. However, LR
exhibits indications of overfitting, as evidenced by its lower accuracy
of 0.68 and the lowest F1 score of 0.53 among the models tested.
Similarly, models on UNSW-NB15 also perform poorly with the original
dataset. RF achieves 0.85 accuracy but a 0.60 F1 score, showing
that the model is overly fitted to the majority sample, while linear
models perform even worse. Overall, we can observe the impact of
model overfitting due to imbalanced datasets. To address this issue, we
implemented under-sampling, which effectively reduces the dataset size
while aiding in mitigating model overfitting.

Table 9 presents the results of machine learning models for both the
IoTID-20 and UNSW-NB15 datasets after under-sampling. The machine
learning models were applied directly to the original dataset but un-
derwent under-sampling for analysis. Table 9 displays the individual
models’ performance, showing RF performing remarkably well with
an accuracy score of 0.77 for the IoTID-20 dataset and 0.83 for the
UNSW-NB15 dataset. The models consistently exhibit significant perfor-
mance improvements across all evaluation metrics, notably achieving
substantial F1 scores compared to results obtained from imbalanced
data. Under-sampling not only enhances accuracy and F1 scores but
also reduces computational costs, prompting us to further experiment
solely with under-sampled data and the deployment of FAMTDS on it.
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Table 7
LB and UB values used by MFO for optimization.
Model Values Range (LB to UB) FMTMD
Hyper-parameters Imp. Scr. Thrs Num. of Feat. Threshold Features Hyper-parameters
RF n_estimators = {2 to 300}, max_depth = {0.01 to 0.03} {90 to 200} 0.0100 2000 n_estimators = 113,
{2 to 50}, random_state = {2 to 50} max_depth = 12,
random_state = 2
ETC n_estimators = {2 to 300}, max_depth = {0.01 to 0.03} {90 to 200} 0.0204 1156 n_estimators = 244,
{2 to 50}, random_state = {2 to 50} max_depth = 17,
random_state = 2
LR solver = [‘saga’,‘sag’,‘'newton-cg’, ‘1bfgs’], {0.01 to 0.03} {90 to 200} 0.0262 1992 random_state = 10, solver
random_state = {2 to 1000}, multi_class = = ‘newton-cg’, multi_class
‘multinomial’, C = {2 to 10 } = ‘multinomial’, C = 7.0
SVM Kernel = [‘linear’, ‘poly’, ‘rbf’, ‘sigmoid’], {0.01 to 0.03} {90 to 200} 0.0193 807 Kernel = ‘linear’,
random_state = {2 to 1000}, C = {2 to 10 random_state = 2, C =
} 10.0
KNN Algorithm = [‘auto’, ‘ball_tree’, ‘kd_tree’, {0.01 to 0.03} {90 to 200} 0.0156 1716 n_neighbors = 3,

‘brute’], n_neighbors = {2 to 10}

Algorithm = ‘auto’

Algorithm 3 Algorithms for proposed FAMTDS

Input
IoT, = 10TID-20 traffic samples

U, =

etc,,

NN,

UNSW-NB15 traffic samples
ETC models for feature importance.
NN model for feature generation.

odel =

model =

Output: Multi-environment Dataset

1: procedure:

2: def

14: def

19:

FAMTDS(1,U,M,H,T,N):

FIscare: etcmodel(I)

FGscare = etcmadel(U)

SFI’ SFU = {Flscore& FGscore} >T ’ where T e {Flscore’ FGscore}
GF;, GFy = NN, uq(N){SF;, SF;} N = Numberof Features(length)
multi-data= merge(GF;, GFy, axis=0)

Training-set, Testing-set = split(multi-data, test-size=0.15)

Optimized M)= M(H)

Trained,, = Optimized M).fit(Training-set)

Model,, ., = Trained,, (Testing — set)

score= evaluation(Model,,,)

return (score)

MFO(P,E, PS, PR):

Opy = Find optimized hyper-parameters using LB to UB values
Op; = Find optimized threshold using LB to UB values

OpyoF =Find optimized number of features using LB to UB values
Best_Solution=Call: FAMTDS(IoT,, U,, Model, Opy, Opy, OpyoF)
return (Best_Solution)

20: Call: MFO(problem,epoch=10, pop_size=50, pr=0.03)

Table 8 Table 9
Machine learning models results using original features and without under-sampling of Machine learning model results using original features and under-sampling for
datasets. individual datasets.
Dataset Model Accuracy Precision Recall F1 Score Dataset Model Accuracy Precision Recall F1 Score
RF 0.75 0.75 0.75 0.75 RF 0.77 0.78 0.77 0.77
ETC 0.74 0.76 0.75 0.75 ETC 0.73 0.73 0.73 0.73
IoTID-20 LR 0.68 0.58 0.54 0.53 IoTID-20 LR 0.61 0.63 0.61 0.61
KNN 0.75 0.78 0.72 0.70 KNN 0.72 0.74 0.72 0.72
SVM 0.69 0.60 0.56 0.54 SVM 0.65 0.67 0.65 0.65
RF 0.86 0.63 0.59 0.60 RF 0.83 0.84 0.83 0.83
ETC 0.85 0.61 0.56 0.57 ETC 0.82 0.82 0.82 0.82
UNSW-NB15 LR 0.61 0.37 0.26 0.25 UNSW-NB15 LR 0.67 0.66 0.67 0.66
KNN 0.75 0.44 0.39 0.40 KNN 0.78 0.79 0.78 0.78
SVM 0.65 0.45 0.36 0.35 SVM 0.80 0.82 0.80 0.80
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Table 10
RF and ETC results using FAMTDS for Multi-environment dataset.

RF ETC

Class Precision Recall F1 Score Class Precision Recall F1 Score

Analysis 0.75 0.46 0.57 Analysis 0.67 0.46 0.55

Backdoor 0.80 0.92 0.86 Backdoor 0.77 0.88 0.82

DoS 0.79 0.92 0.85 DoS 0.79 0.88 0.83

DoS-Synflooding 1.00 1.00 1.00 DoS-Synflooding 1.00 1.00 1.00

Exploits 0.77 0.96 0.86 Exploits 0.79 0.88 0.83

Fuzzers 1.00 1.00 1.00 Fuzzers 1.00 1.00 1.00

Generic 0.96 1.00 0.98 Generic 1.00 1.00 1.00

MITM ARP Spoofing 0.92 0.96 0.94 MITM ARP Spoofing 0.96 1.00 0.98

Mirai-Ackflooding 0.46 0.42 0.44 Mirai-Ackflooding 0.52 0.46 0.49

Mirai-HTTP Flooding 0.47 0.65 0.55 Mirai-HTTP Flooding 0.41 0.54 0.47

Mirai-Hostbruteforceg 0.96 0.92 0.94 Mirai-Hostbruteforceg 0.96 0.92 0.94

Mirai-UDP Flooding 0.89 0.62 0.73 Mirai-UDP Flooding 0.90 0.69 0.78

Normal-U 1.00 1.00 1.00 Normal-U 1.00 0.96 0.98

Normal-I 0.93 1.00 0.96 Normal-I 0.90 1.00 0.95

Reconnaissance 0.95 0.84 0.89 Reconnaissance 0.84 0.84 0.84

Scan Hostport 0.81 0.88 0.85 Scan Hostport 0.85 0.88 0.86

Scan Port OS 0.86 0.72 0.78 Scan Port OS 0.86 0.76 0.81

Shellcode 0.96 0.88 0.92 Shellcode 1.00 0.88 0.94

Worms 0.92 0.92 0.92 Worms 0.89 0.96 0.93

Macro avg 0.85 0.85 0.84 Macro avg 0.85 0.84 0.84

Weighted avg 0.85 0.85 0.84 Weighted avg 0.85 0.84 0.84

Avg. accuracy 0.85 Avg. accuracy 0.84
Table 11
RF and ETC confusion metrics using FAMTDS for multi-environment dataset.
RF ETC
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7.2. Results of proposed approach for multi-environment data

This section presents the results obtained with several machine
learning models when using our proposed FAMTDS. In our approach,
we optimized each step using an MFO optimizer, including feature
selection, feature generation, and hyperparameter tuning. The results
are presented in terms of accuracy, precision, recall, F1 score, and
confusion matrices.

Table 10 presents the results of FAMTDS for multi-environment
traffic using RF and ETC. Both models are tree-based ensemble models
that utilize decision tree predictions for voting and combine them based
on majority voting criteria. RF achieved the highest accuracy score of
0.85 among all models in the study. However, it performed relatively
poorly in the Mirai-Ackflooding, Mirai-HTTP Flooding, and Analysis
categories, achieving F1 scores of only 0.44, 0.55, and 0.57, respec-
tively. On the other hand, ETC closely followed RF with an accuracy
score of 0.84. Similar to RF, ETC also showed poor performance in the
same target classes such as Mirai-Ackflooding, Mirai-HTTP Flooding,
and Analysis. The notable success of RF and ETC can be attributed to
their ensemble architecture, which enables them to perform well on
small datasets, such as the one used in our study. Additionally, these
models are effective in mitigating overfitting issues due to the presence
of multiple decision trees in the prediction process and the utilization
of the bagging method during training.

Table 11 shows the confusion matrices for both RF and ETC models.
RF gives 410 correct predictions out of 485 predictions and gives

75 wrong predictions. As we discussed above RF could not perform
well for Mirai-Ackflooding, Mirai-HTTP Flooding, and Analysis classes
prediction, and in terms of the confusion matrix, RF gives 14 wrong
predictions for Mirai-Ackflooding out of 26 predictions. Similarly for
Mirai-HTTP Flooding and Analysis classes, it gives 15 and 9 wrong
predictions prediction respectively. ETC is just behind the RF with a
total of 408 correct predictions and 77 wrong predictions. Overall tree-
based ensemble models RF and ETC are good in terms of accuracy
on a small dataset for multi-label classification, while RF is more
significant for MTD. In all confusion matrics, we represent the attacks
with a specific character such as A: Analysis, B: Backdoor, C: DoS,
D: DoS-Synflooding, E: Exploits, F: Exploits, G: Generic, H: MITM
ARP Spoofing, I: Mirai-Ackflooding, J: Mirai-HTTP Flooding, K: Mirai-
Hostbruteforceg, L: Mirai-UDP Flooding, M: Normal-U, N: Normal-I, O:
Reconnaissance, P: Scan Hostport, Q: Scan Port OS, R: Shellcode, R:
Worms.

LR and SVM are two linear models that require a large feature
set to achieve significant results and this is difficult since it requires
knowing the appropriate size for the models. To resolve this problem
our FAMTDS approach helps a lot as it finds the best feature length by
doing optimization. MFO finds the best-optimized feature set size for
LR and SVM. Hence LR and SVM can achieve significant results as well
as the tree-based models. LR and SVM both give 0.84 accuracy scores
as shown in Table 12. However, LR and SVM both are poor on the
same target classes whereas RF and ETC show poor performance. LR
gives good average results for the Analysis class with a 0.71 F1 score,
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Table 12

LR and RF results using FAMTDS for multi-environment dataset.

LR SVM

Class Precision Recall F1 Score Class Precision Recall F1 Score

Analysis 0.80 0.62 0.70 Analysis 1.00 0.42 0.59

Backdoor 0.83 0.92 0.87 Backdoor 0.74 0.96 0.83

DoS 0.86 0.96 0.91 DoS 0.75 0.96 0.84

DoS-Synflooding 1.00 0.92 0.96 DoS-Synflooding 1.00 1.00 1.00

Exploits 0.79 0.92 0.85 Exploits 0.79 0.88 0.83

Fuzzers 0.96 0.92 0.94 Fuzzers 0.96 0.96 0.96

Generic 1.00 1.00 1.00 Generic 1.00 1.00 1.00

MITM ARP Spoofing 0.92 0.92 0.92 MITM ARP Spoofing 0.96 0.92 0.94

Mirai-Ackflooding 0.50 0.42 0.46 Mirai-Ackflooding 0.46 0.46 0.46

Mirai-HTTP Flooding 0.35 0.46 0.40 Mirai-HTTP Flooding 0.41 0.50 0.45

Mirai-Hostbruteforceg 1.00 0.88 0.94 Mirai-Hostbruteforceg 1.00 0.88 0.94

Mirai-UDP Flooding 0.79 0.73 0.76 Mirai-UDP Flooding 0.77 0.65 0.71

Normal-U 1.00 0.96 0.98 Normal-U 1.00 0.96 0.98

Normal-I 0.93 1.00 0.96 Normal-I 0.96 1.00 0.98

Reconnaissance 0.91 0.84 0.87 Reconnaissance 0.85 0.88 0.86

Scan Hostport 0.78 0.84 0.81 Scan Hostport 0.78 0.84 0.81

Scan Port OS 0.83 0.80 0.82 Scan Port OS 0.83 0.80 0.82

Shellcode 0.92 0.92 0.92 Shellcode 0.96 0.88 0.92

Worms 0.96 0.96 0.96 Worms 1.00 0.96 0.98

macro avg 0.85 0.84 0.84 macro avg 0.85 0.84 0.84

weighted avg 0.85 0.84 0.84 weighted avg 0.85 0.84 0.84

Avg. accuracy 0.84 Avg. accuracy 0.84
Table 13
LR and SVM confusion metrics using FAMTDS for multi-environment dataset.
LR SVM
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while RF, ETC, and SVM show poor performance as they give 0.57,
0.55, and 0.59 F1 scores, respectively. This shows that LR is poor on
only two classes Mirai-Ackflooding, and Mirai-HTTP Flooding, while
SVM on three, same as the RF and ETC. Overall, the performance of
LR, and SVM is good but still, RF is significant with a 0.85 accuracy
score.

Table 13 shows the confusion matrix values for the LR and SVM.
According to the results, LR is better as compared to SVM in terms
of correct and wrong predictions. LR gives 408 corrections out of 485
test predictions and 77 wrong predictions, while SVM gives 406 correct
predictions out of 485. For the Analysis class where all other models are
poor LR gives 16 correct predictions out of 25, while RF, ETC, and SVM
are poor with 12, 12, and 11 correct predictions, respectively.

Table 14 shows the results for the KNN using the FAMTDS approach
and according to the results, KNN achieved a 0.81 accuracy score. KNN
performs poorly for Mirai-Ackflooding, Mirai-HTTP Flooding, Mirai-
UDP Flooding, and Analysis classes as it could achieve only 0.48, 0.50,
0.74, and 0.51 F1 scores respectively. KNN is not as good as other used
models because KNN performs well on categorical kind of datasets.
According to the KNN confusion matrix, it gives 394 correct predictions
and 91 wrong predictions out of 485 predictions as shown in Table 15.
KNN is weaker as compared to other used models with FAMTDS. Fig. 6
shows the accuracy upper bound for each model using the FAMTDS
approach iteration.

Table 16, shows the results for the I0TID-20 and UNSW-NB15
datasets using the FAMTDS. The proposed approach also performs well

for individual datasets as well as for multi-environment datasets. RF,
ETC, and SVM achieved significant results with 0.83 accuracy scores
for the IoTID-20 dataset while ETC is significant as compared to other
models with a 0.87 accuracy score for the UNSW-NB15 dataset.

7.3. Results on multi-environment dataset using PCA, Chi2 features and
machine learning models

This section presents the results of machine learning models for the
multi-environment dataset with PCA and Chi2 features. Table 17 shows
the results for these experiments, where no optimizer is used for feature
selection and model tuning. We make the best setting according to the
literature knowledge such as we select 30 features from both datasets
and merging them to generate a multi-environment dataset. We deploy
all models with their best hyperparameter settings. Results show that
model performance is not significant with PCA and Chi2 features
as compared to the proposed FAMTDS approach. RF is highest with
PCA features as it achieved 0.75, 0.83, and 0.76 accuracy scores for
IoTID-20, UNSW-NB15, and multi-environment datasets respectively.
Similarly, RF is also highest with Chi2 features as it achieved 0.76,
0.81, and 0.79 accuracy scores for IoTID-20, UNSW-NB15, and multi-
environment datasets respectively.PCA and Chi2 reduce the size of
the feature set, which can potentially lead to decreased efficiency
in models. However, in the FAMTDS approach, we employ a feature
generation technique after feature selection, which helps mitigate the
impact of feature reduction caused by feature selection. Overall, RF is
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Fig. 6. Accuracy Scores Upper Bound for Each Model using FAMDTS Approach for Multi-Environments Dataset, (a) RF, (b) ETC, (c) LR, (d) SVM, and (e) KNN.

Table 14

KNN results using FAMTDS for multi-environment dataset.
KNN
Class Precision Recall F1 Score
Analysis 0.65 0.42 0.51
Backdoor 0.72 0.88 0.79
DoS 0.69 0.88 0.77
DoS-Synflooding 1.00 0.92 0.96
Exploits 0.78 0.84 0.81
Fuzzers 1.00 0.92 0.96
Generic 1.00 1.00 1.00
MITM ARP Spoofing 0.89 0.96 0.92
Mirai-Ackflooding 0.44 0.54 0.48
Mirai-HTTP Flooding 0.47 0.54 0.50
Mirai-Hostbruteforceg 0.87 0.80 0.83
Mirai-UDP Flooding 0.85 0.65 0.74
Normal-U 1.00 0.92 0.96
Normal-I 1.00 1.00 1.00
Reconnaissance 0.88 0.84 0.86
Scan Hostport 0.77 0.80 0.78
Scan Port OS 0.82 0.72 0.77
Shellcode 0.89 0.92 0.91
Worms 0.96 0.88 0.92
macro avg 0.82 0.81 0.81
weighted avg 0.82 0.81 0.81
Avg. accuracy 0.81

good with PCA and Chi2 features because it can perform well even
on small feature sets, while linear models such as LR, and SVM both
require a large feature set.

7.4. Results on multi-environments datasets using NN, image features

This section presents the results of machine learning models using
the NN and Image features. For the NN feature, we pass the dataset
to ETC for important feature selection. Next, we generate the features
using NN architecture as shown in Fig. 3. We extract the feature
importance score using ETC and set the threshold on that score in order
to select the features. Fig. 7, shows the feature’s importance scores and
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Table 15
KNN confusion metrics using FAMTDS.
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Table 16
Models results using FAMTDS for individual datasets.
Dataset Model Accuracy Precision Recall F1 Score
RF 0.83 0.83 0.83 0.83
ETC 0.83 0.83 0.83 0.83
IoTID-20 LR 0.81 0.82 0.81 0.82
KNN 0.77 0.78 0.77 0.78
SVM 0.83 0.83 0.83 0.83
RF 0.86 0.86 0.86 0.86
ETC 0.87 0.87 0.87 0.87
UNSW-NB15 LR 0.85 0.85 0.85 0.85
KNN 0.81 0.81 0.81 0.81
SVM 0.85 0.86 0.85 0.85

we analyze according to our good knowledge that 0.02 can be a good
threshold to select the important feature.
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Table 17
Machine learning models results using PCA, Chi2 features.
Dataset PCA Chi2
Model Accuracy Precision Recall F1 Score Model Accuracy Precision Recall F1 Score
RF 0.75 0.75 0.75 0.75 RF 0.76 0.77 0.76 0.76
ETC 0.74 0.74 0.74 0.74 ETC 0.73 0.75 0.73 0.73
ToTID-20 IR 0.60 0.62 0.60 0.60 IR 0.56 0.57 0.56 0.56
KNN 0.72 0.74 0.72 0.72 KNN 0.71 0.71 0.71 0.71
SVM 0.66 0.69 0.66 0.67 SVM 0.61 0.63 0.61 0.61
RF 0.83 0.83 0.83 0.83 RF 0.81 0.81 0.81 0.81
ETC 0.82 0.82 0.82 0.82 ETC 0.80 0.80 0.80 0.79
UNSW-NB15 IR 0.66 0.67 0.66 0.65 IR 0.68 0.68 0.68 0.67
KNN 0.78 0.79 0.78 0.78 KNN 0.76 0.77 0.76 0.76
SVM 0.79 0.81 0.79 0.79 SVM 0.75 0.75 0.75 0.74
RF 0.76 0.76 0.76 0.76 RF 0.79 0.79 0.79 0.79
ETC 0.76 0.77 0.77 0.76 ETC 0.78 0.78 0.78 0.77
Multi-Environment IR 0.55 0.55 0.55 0.54 LR 0.65 0.66 0.65 0.65
KNN 0.75 0.76 0.76 0.76 KNN 0.76 0.76 0.76 0.76
SVM 0.75 0.76 0.75 0.75 SVM 0.74 0.74 0.74 0.74
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Fig. 7. Feature importance scores using ETC, (a) Feature Importance Scores for UNSW-NB15, (b) Feature Importance Scores for IoTID-20, First 40 Features, and (c) Feature

Importance Scores for IoTID-20, Remaining Features.

For image features, we generate images after performing important
feature selection and obtaining neural network (NN) features. Using
the NN, we generate 4096 features and then convert them into images
with dimensions of (64 x 64 x 1). Sample-generated images are shown
in Fig. 8. Although the images may appear visually similar, there are
differences in their underlying features, which contribute to variations
in model performance. To utilize these generated image features, we
convert the images into NumPy arrays and pass them to the learning
models.

Table 18 presents the results for various machine learning models
applied to the IoTID-20, UNSW-NB15, and multi-environment datasets,
using both NN and image features. In some cases, RF and ETC perform
well, while LR and SVM also exhibit good performance when using
image feature sets. This can be attributed to the fact that image data
generates a large feature set, which is suitable for linear models like
LR and SVM. Based on the results, RF demonstrates good performance

14

(a)

(b)

Fig. 8. Generated Images, (a) Analysis, (b) Normal, (c) Generic, and (d) Shellcode.

when utilizing NN features for the IoTID-20 dataset, achieving an
accuracy score of 0.77. For the UNSW-NB15 dataset, RF, ETC, and SVM
performed well, achieving an accuracy score of 0.80. In the case of
the multi-environment dataset, RF stands out with an accuracy score
of 0.80 when using NN features. When employing image features,
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Table 18
Machine learning models results using NN and generated image features.
Dataset NN Image
Model Accuracy Precision Recall F1 Score Model Accuracy Precision Recall F1 Score
RF 0.77 0.78 0.77 0.77 RF 0.75 0.75 0.75 0.75
ETC 0.76 0.76 0.76 0.76 ETC 0.76 0.76 0.76 0.76
ToTID-20 IR 0.73 0.75 0.73 0.74 IR 0.73 0.74 0.73 0.73
KNN 0.70 0.72 0.70 0.71 KNN 0.70 0.71 0.69 0.70
SVM 0.76 0.76 0.76 0.76 SVM 0.77 0.76 0.76 0.76
RF 0.80 0.80 0.80 0.80 RF 0.82 0.82 0.82 0.82
ETC 0.80 0.80 0.80 0.80 ETC 0.80 0.80 0.80 0.80
UNSW-NB15 IR 0.76 0.76 0.76 0.76 IR 0.80 0.79 0.80 0.79
KNN 0.78 0.79 0.78 0.78 KNN 0.77 0.88 0.77 0.77
SVM 0.80 0.80 0.80 0.79 SVM 0.79 0.80 0.79 0.79
RF 0.80 0.80 0.80 0.80 RF 0.80 0.80 0.80 0.80
ETC 0.79 0.80 0.80 0.80 ETC 0.79 0.80 0.79 0.80
Multi-Environment IR 0.79 0.80 0.79 0.79 IR 0.80 0.80 0.80 0.80
KNN 0.75 0.76 0.75 0.75 KNN 0.75 0.75 0.75 0.75
SVM 0.77 0.78 0.77 0.77 SVM 0.76 0.77 0.77 0.77
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Fig. 9. Accuracy scores comparisons, (a) IoTID-20, (b) UNSW-NB15, (¢) Multi-Environment.

SVM performs well with an accuracy score of 0.77 for the IoTID-20
dataset, while RF achieves an accuracy score of 0.82 for the UNSW-
NB15 dataset. Both RF and LR exhibit good performance, achieving an
accuracy score of 0.80 for the multi-environment dataset. These results
indicate that tree-based models perform well on both large and small
feature sets, while linear models like LR and SVM excel primarily on
large feature sets.

The significance of feature selection prior to applying an NN is
evident from the results obtained when using only the NN without
feature selection. Our proposed FAMTDS approach, which incorporates
feature selection using ETC, outperforms the results achieved without
feature selection. Specifically, our experiments conducted on a multi-
environment dataset generated without feature selection, where only
an NN was utilized for feature generation, yielded a lower accuracy
value of 0.80 (as presented in Table 18). In contrast, the proposed
approach with feature selection, as demonstrated in Table 10, achieved
an accuracy of 0.85. These findings highlight the importance and
effectiveness of feature selection in generating a multi-environment
dataset

Fig. 9 provides a comparison of the different approaches used, and
the graphs indicate that the FAMTDS approach outperforms all others,
demonstrating its significance in terms of performance.

7.5. Deep learning models

Deep learning models are deployed using the multi-environment
datasets in comparison with our proposed FAMTDS. We deploy several
models such as long short-term memory (LSTM) [48,49], convolu-
tional neural networks (CNN) [49], and recurrent neural networks
(GRU) [50]. Recently, these models have been mostly used for MTD.
LSTM and GRU both are recurrent network-based models which keep
the sequence of data from the previous state, while CNN is mostly
considered best for the image dataset but it also has lots of applications
in the network security domain. The architecture of these used deep
learning models is shown in Table 19.
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Table 19
Architecture of deep learning models.

Model

Architecture

Embedding(50000,100,)
Dropout(0.5)

GRU(256)

SimpleRNN(128)

Dense(64)

Dense(19, activation = ‘softmax’)

Embedding(50000,100,)
Dropout(0.5))

Conv1D(128, 4, activation = ‘relu’)
MaxPooling1D(pool_size = 4)
Dropout(0.5)

Flatten()

Dense(64)

Dense(19, activation = ‘softmax’)

Embedding(50000,100,)
Dropout(0.5))

LSTM(100)

Dense(64)

Dense(19, activation = ‘softmax’)

GRU

‘adam’, epochs = 100

CNN

‘category_crossentropy’, optimizer

LSTM

loss

All models are used with similar kinds of layers such as embedding
layers, dense layers, dropout layers, and sigmoid functions. The em-
bedding layer consists of a 50000 vocabulary size and a 100 output
dimension. After embedding layers, we use a dropout layer for each
model with a 0.5 dropout rate, which will help to reduce the model’s
complexity by deleting neurons randomly during the training. We use
the model’s own layers after dropout layers such as the GRU layer with
256 units, the LSTM layer with 100 units, and CNN layers used with
128 filters, 5 by 5 kernel size, and ReLU activation function. CNN is
also used with a max-pooling layer with a 4 by 4 pool size and flattened
layer which will help to change the dimension of data into 1D. A dense
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Table 20
Deep learning results for multi-environment Dataset.
Class LSTM CNN GRU
Precision Recall F1 Score Precision Recall F1 Score Precision Recall F1 Score
Analysis 0.14 0.06 0.09 0.56 0.31 0.40 0.21 0.19 0.20
Backdoor 0.83 1.00 0.91 0.78 1.00 0.88 0.83 1.00 0.91
DoS 0.64 0.59 0.62 0.64 0.67 0.65 0.60 0.78 0.68
DoS-Synflooding 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.96 0.98
Exploits 0.31 0.53 0.39 0.65 0.68 0.67 0.44 0.37 0.40
Fuzzers 0.63 0.41 0.50 1.00 0.72 0.84 0.65 0.52 0.58
Generic 1.00 1.00 1.00 1.00 1.00 1.00 0.96 1.00 0.98
MITM ARP Spoofing 0.78 0.84 0.81 0.97 0.89 0.93 0.97 0.79 0.87
Mirai-Ackflooding 0.45 0.33 0.38 0.42 0.27 0.33 0.50 0.87 0.63
Mirai-HTTP Flooding 0.39 0.62 0.48 0.32 0.42 0.36 0.80 0.17 0.28
Mirai-Hostbruteforceg 0.54 0.35 0.42 0.82 0.70 0.76 0.67 0.50 0.57
Mirai-UDP Flooding 1.00 0.71 0.83 0.70 0.88 0.78 0.86 0.79 0.83
Normal-U 0.69 0.94 0.79 0.97 0.97 0.97 0.91 0.91 0.91
Normal-1 0.71 0.81 0.76 0.97 0.90 0.93 0.82 0.90 0.86
Reconnaissance 0.39 0.39 0.39 0.61 0.61 0.61 0.40 0.44 0.42
Scan Hostport 0.24 0.37 0.29 0.39 0.58 0.47 0.38 0.53 0.44
Scan Port OS 0.57 0.40 0.47 0.63 0.57 0.60 0.66 0.70 0.68
Shellcode 0.45 0.50 0.47 0.77 0.77 0.77 0.55 0.69 0.61
Worms 0.38 0.21 0.27 0.76 0.93 0.84 0.94 0.54 0.68
macro avg 0.59 0.58 0.57 0.74 0.73 0.73 0.69 0.66 0.66
weighted avg 0.61 0.61 0.60 0.76 0.75 0.74 0.72 0.69 0.69
Avg. accuracy 0.61 0.75 0.69
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Fig. 10. Results comparison of deep learning models.

layer is used after the model’s layers with 64 neurons. The ending layers
of models consist of 19 neurons and softmax functions.

CNN demonstrates relative significance compared to LSTM and
GRU, achieving a 0.75 accuracy score as shown in Fig. 10. However, it
still falls short when compared to our FAMTDS coupled with RF, which
attained an accuracy score of 0.85 for the MTD system.

Table 20 presents the performance metrics in detail, including ac-
curacy, precision, recall, and F1 score, for deep learning models. While
deep learning models exhibit lower significance compared to machine
learning models, we utilized them without the MFO approach due to
their longer processing times. Implementing the MFO iteration with
deep learning models would prolong the processing time significantly.
Consequently, we deployed these models after the feature engineering
stage.

We conducted an analysis of prediction times to determine whether
it is preferable to deploy separate models for [oT and traditional IP-
based networks or implement a unified multi-environment security
system. Disregarding the training time, our approach’s prediction times
(in milliseconds) were compared as depicted in Fig. 11. Surprisingly,
the model exhibits nearly equal prediction times for each dataset, al-
though the prediction time for the IoTID data is higher. This difference
is attributed to the larger feature set size compared to UNSWNB-15.
These results indicate that employing a multi-environment model does
not significantly increase prediction times, and the accuracy remains
efficient when compared to individual datasets with our proposed ap-
proach. So, deploying a single multi-environment security system might
hold more significance than implementing separate security systems for
distinct networks.

16

Fig. 11. Prediction time.
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Fig. 12. Comparison with other studies.

7.6. Comparison with other studies

In this section, we compare our proposed approach with other
works. We conducted experiments on a new multi-environment dataset
and to perform a fair comparison we selected recent studies which
concern the same types of network security problems. We deployed the
selected studies on our used dataset in the same environment where we
deployed our approach. We deployed the systems from selected studies
on individual datasets as well as the multi-environment dataset. The
accuracy comparison is illustrated in Fig. 12. Our method outperforms
all other approaches for each dataset, highlighting its effectiveness in
terms of accuracy over the other methods.
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Table 21
Detailed comparison of results with other studies.
Ref. Year Features Algorithm Scores
Accuracy Precision Recall F1 Score
UNSW-NB15 Dataset
[16] 2022 Information gain & Gain ratio Ensemble 0.77 0.77 0.77 0.77
[17] 2022 - RNN 0.67 0.67 0.67 0.67
[18] 2022 Packet header+traffic features Voting 0.75 0.75 0.74 0.74
[19] 2022 PCA LNN 0.81 0.84 0.81 0.80
[21] 2022 Information Gain CNN 0.71 0.71 0.71 0.71
[23] 2023 - Bagging-GBM 0.74 0.73 0.73 0.73
[24] 2023 - Bi-LSTM 0.69 0.69 0.0.69 0.68
[27] 2022 IF & Merge IF+Chi2 RF 0.80 0.80 0.79 0.79
[31] 2022 Integer encoding scheme NN 0.75 0.75 0.75 0.74
Our Study 2024 FAMTDS 0.87 0.87 0.87 0.87
I0TID-20 Dataset
[16] 2022 Information gain & Gain ratio Ensemble 0.75 0.76 0.75 0.75
[17] 2022 - RNN 0.65 0.65 0.65 0.65
[18] 2022 Packet header-+traffic features Voting 0.72 0.73 0.72 0.72
[19] 2022 PCA LNN 0.80 0.80 0.79 0.78
[21] 2022 Information Gain CNN 0.72 0.72 0.72 0.72
[23] 2023 - Bagging-GBM 0.74 0.73 0.73 0.73
[24] 2023 - Bi-LSTM 0.69 0.69 0.68 0.69
[27] 2022 IF & Merge IF+Chi2 RF 0.78 0.78 0.78 0.78
[31] 2022 Integer encoding scheme NN 0.73 0.73 0.73 0.73
Our Study 2024 FAMTDS 0.83 0.83 0.83 0.83
Multi-Environment Dataset
[16] 2022 Information gain & Gain ratio Ensemble 0.73 0.73 0.73 0.73
[17] 2022 - RNN 0.65 0.65 0.65 0.65
[18] 2022 Packet header+traffic features Voting 0.73 0.73 0.73 0.73
[19] 2022 PCA LNN 0.71 0.69 0.68 0.67
[21] 2022 Information Gain CNN 0.68 0.69 0.68 0.68
[23] 2023 - Bagging-GBM 0.73 0.73 0.72 0.72
[24] 2023 - Bi-LSTM 0.68 0.68 0.68 0.68
[27] 2022 IF & Merge IF+Chi2 RF 0.76 0.76 0.75 0.75
[31] 2022 Integer encoding scheme NN 0.73 0.73 0.73 0.73
Our Study 2024 FAMTDS 0.85 0.85 0.85 0.84
Table 21 contains the detailed experimental results from previous Table 22
studies. The studies that contributed to both feature engineering and Performance validation of proposed approach using multi-environment-2 dataset.
model development achieved significant results compared to those Model Accuracy Precision Recall F1 Score
that focused solely on complex deep learning models. For example, RF 0.82 0.82 0.82 0.81
studies such as [19,27] worked on both feature engineering and model ETC 0.82 0.81 0.82 0.81
development, leading to significant results. In contrast, studies such LR 0.81 0.81 0.81 0.80
as [23,24] focused on complex deep learning models without priori- SVM 0.81 0.80 0.81 0.80
KNN 0.80 0.80 0.80 0.80

tizing feature engineering, resulting in poor accuracy. Our study, on
the other hand, contributed to feature engineering, model training, and
process optimization, which has been lacking in recent studies in this
domain. This makes our proposed approach noteworthy.

7.7. Performance validation of proposed approach for multi-environment-2
dataset

To demonstrate the significance of our proposed approach, we
expanded our experiments to include additional, contemporary datasets
to address the latest attack vectors. For this purpose, we incorpo-
rated the CICDDOS2019 dataset into our study to generate multi-
environment traffic [13]. This dataset encompasses 17 attack types,
including “UDP”, "MSSQL”, ”Syn”, “DrDoS_DNS”, “NetBIOS”, “Dr-
DoS_LDAP”, “DrDoS_NetBIOS”, “TFTP”, “DrDoS_NTP”, “Portmap”,
“UDPLag”, “LDAP”, “UDP-lag’, “WebDD0S”, “DrDoS_SNMP”,
“DrDoS_UDP”, and “DrDoS_MSSQL”. We combined this dataset with
the IoTID-20 dataset to create another multi-environment dataset,
termed multi-environment-2. The performance of our proposed ap-
proach for the multi-environment-2 dataset is presented in Table 22.
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The results indicate that our approach is significantly effective across
both the multi-environment and multi-environment-2 datasets. Specif-
ically, the RF, and ETC models exhibited remarkable performance,
achieving accuracy scores of 0.82 and F1 scores of 0.81, respectively.
The LR, KNN, and SVC models also performed well, closely following
the RF, ETC models. They achieved accuracy scores of 0.81, 0.80, and
0.81, respectively.

7.8. Generalization validation of proposed approach for zero-day attacks
in multi-environment networks

In our multi-environment dataset, we excluded “Generic Attack”
and “Normal” data from the UNSW-NB dataset, treating them as to-
tally unseen data while passing the other 17 attack samples to the
model for training. We conducted these experiments with our pro-
posed approach, and the results are presented in Table 23. Similarly,
we predicted zero-day attacks using the IoTID-20 and CICDDOS2019
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Table 23

Proposed approach generalization validation for multi-environment datasets.

Dataset Accuracy  Class Precision  Recall F1 Score

Multi-environment 0.84 Attack 0.78 0.95 0.85
Normal 0.94 0.72 0.82
Macro avg 0.86 0.84 0.84
Weighted avg  0.86 0.84 0.84

Multi-environment-2 ~ 0.81 Attack 0.95 0.83 0.89
Normal 0.32 0.64 0.43
Macro avg 0.64 0.74 0.66
Weighted avg  0.88 0.81 0.84

(multi-environment-2) datasets. For model training, we used “Benign”,
“UDP”, “MSSQL”, “Syn”, “DrDoS_DNS”, “NetBIOS”, “DrDoS_LDAP”,
“DrDoS_NetBIOS”, “TFTP”, and “DrDoS_NTP”, and identified the fol-
lowing as zero-day attacks: “Portmap”, “UDPLag”, “LDAP”, “UDP-lag”,
“WebDDoS”, “DrDoS_.SNMP”, “DrDoS_UDP”, and “DrDoS_MSSQL” (At-
tack).

Through our experiments, we found that the model demonstrated
strong performance in attack prediction, even on unseen data. The per-
formance of our proposed approach was significant, achieving 0.84 ac-
curacy. Although there was some fluctuation in the “Normal” class, the
results for “Attack” were significant. Conversely, the multi-
environment-2 proposed approach, while not as significant, was still
acceptable in terms of zero-day attack detection, achieving an accuracy
score of 0.81 and an F1 score of 0.66. These results demonstrate the
generalizability of our proposed approach.

7.9. Limitations

This study significantly contributes to the field of network secu-
rity by introducing a novel approach for multi-environment MTD.
While the proposed approach offers valuable insights, it is essential to
acknowledge its limitations:

» Limited network architecture support: Our study focuses on
simple networks like smart homes or small offices, predominantly
handling IoT or IP-based conventional network traffic (refer to
Fig. 2). The datasets used in our experiments do not encompass
all network types, such as Software Defined Networking (SDN),
wireless, and Radio Access Networks (RAN), leading to potential
compatibility issues due to the diverse nature of each network.
Absence of benchmark dataset: The lack of an available multi-
environment dataset necessitated our creation of one by amalga-
mating two distinct open-source datasets. Consequently, a bench-
mark dataset becomes imperative to validate our proposed ap-
proach, a development we plan for future studies.

Small dataset size: In addressing data imbalance, our utiliza-
tion of under-sampling led to a reduction in dataset size. This
reduction impacts the accuracy of the proposed approach.

8. Conclusion & future direction

In this paper, we focused on MTD for multi-environment networks.
We highlighted the gap and discussed the importance of security in
multi-environment networks. Our proposed approach, FAMTDS, in-
volves generating a novel multi-environment traffic dataset by leverag-
ing traditional IP-based networks and IoT network-based datasets. We
deployed machine learning models and optimized the system using an
MFO optimizer. FAMTDS achieved a significant accuracy score of 0.85,
outperforming state-of-the-art methods and studies. Through extensive
literature and experiment analysis, we concluded several points which
are listed below:

« Existing datasets can be used to generate multi-environment traf-
fic, but they are limited to specific types of architectures. In
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this study, we generated a novel dataset for multi-environment
MTD experiments by utilizing the UNSW-NB15 and IoTID-20
datasets, specifically to support smart home multi-environment
architecture.

We concluded that good feature engineering, coupled with appro-
priate hyperparameter settings for the machine learning model,
can result in higher accuracy and efficiency. For instance, in this
study, the methods without optimization achieved a maximum
accuracy score of only 0.79 for MTD. However, when these same
methods were applied in an optimized environment, the accuracy
score increased to 0.85.

To provide a much-optimized environment in terms of feature
selection and model hyper-parameters settings, optimizers can
help generate significant results. In this study, MFO helped to
select the best feature, generate significant numbers of features,
tune the models according to the dataset nature, and help to
achieve significant results for MTD.

Despite the challenges posed by the dataset size, our FAMTDS ap-
proach demonstrated promising results on this small and complex

dataset, achieving a good accuracy score compared to state-of-
the-art approaches. We are committed to addressing the limita-
tions raised by the dataset size in our future work and to ensuring
a more comprehensive and representative dataset for improved
accuracy and generalization of the attack detection model.

We also highlighted certain limitations in Section 7.9. In future
research, we aim to address these limitations. For instance, we plan
to generate a benchmark dataset for multi-environment traffic that
will support both large and small networks. Additionally, we intend
to test our approach in a real-time environment and validate its perfor-
mance. Furthermore, we will take into consideration different types of
architectures, such as SDN, RAN, etc., within the scope of FAMTDS.
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